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What is a security group? wingu

A security group is a collection of security rules acting as a
firewall for your virtual instances. Security rules are setup to
allow traffic to and from specific ports.

You can assign security groups to each of your virtual instances
independently.



Create a security group

To create a security group, you need to log into the Cloud
dashboard. Then click on the Compute dropdown menu on the
left hand side of the screen, then select the Access & Security

item.

Select the Security Groups tab to view your security groups.
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Create a security group wingu

Click the Create Security Group button in the top right-hand side
of
the screen. This will display a popup screen where you create your
new security group.

Create Security Group

I ] Description:

Security groups are sets of IP filter rules that are

Description applied to the network settings for the VM. After
the security group is created, you can add rules to
the security group.

Enter a descriptive Name for the
Security Group and complete the
| Description in the fields provided,
D) S then click the Create Security
Group button.

Then Cancel button will close the
popup screen.



Create a security group

After your new security group was created, you will see the new group
displayed in the list on the dashboard.
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Add rules to a security group  wihgu

To add new security rules to the security group, click the
Manage
Rules option from the dropdown menu under the Actions
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Add rules to a security group  wihgu

Click the Add Rule button in the top right-hand side of the screen.
This will display a popup screen where you create your new security
rules.

| Select a Rule from the dropdown
Add Rule list. We will use HTTP for this
demonstration, but all rules are
e 3 Deicﬁ”pt:,"”: o availgble. Lea\_/e the fields provided
— st e S o A S TR as is then click the Add button.

‘I rule consists of three main parts:
CIDR -

Rule: You can specify the desired rule template or
CIDR® use custom rules, the options are Custom TCP Rule,

Custom UDP Rule, or Custom ICMP Rule. Then Cancel button Wi“ Close the

Open Port/Port Range: For TCP and UDP rules

you may choose to open either a single port or a po p u p SC ree n .
range of ports. Selecting the "Port Range"” option

will provide you with space to provide both the

starting and ending ports for the range. For ICMP

rules you instead specify an ICMP type and code in

the spaces provided.

0.0.0.0/0

Remote: You must specify the source of the traffic
to be allowed via this rule. You may do so either in
the form of an IP address block (CIDR) or via a
source group (Security Group). Selecting a security
group as the source will allow any other instance in
that security group access to any other instance
via this rule.

Cancel Add



Add rules to a security group  wihgu

That is it. You have added your first rule to a security group.
Notice your new rule is displayed in the list.
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Rule button under
the Actions
column.

Identity

We suggest
creating a group for
each rule you wish
to apply to make it

easier to assign
these rules.
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Thank you

For Support log a call at:
support@wingu.co.za



